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What is Data Quality and Why is it Important to Control?
Data Quality is the degree to which a set of data values meets the usage requirements of its 
various users. In other words: is the data “fit” to be used for its intended purpose(s)?
Therefore, “data quality” is relative to each individual or group of individuals that uses the data. 
This relativity is what can make the implementation of a robust data quality function a challeng-
ing exercise. While one can create measures simply showing how often a data field is populated, 
its range of values, and how the values are distributed, it is not until business context is applied 
that these measures become relevant and effective controls can be established.
So, if data quality is in the “eye of the beholder” (the data user), data quality controls are driven 
by those user’s priorities, processing needs, and rules. Those needs will shift and change over 
time and, therefore, so will the controls. If  an organization is serious about managing data qual-
ity an enduring data quality control function will be established. Why is this important?
Data, the digital building blocks of information, is a valuable corporate asset that outlasts 
applications and processes. Data is used as input into tactical and strategic decisions. Analysis 
of data allows organizations to learn and grow. Data is received from, and transmitted to, cus-
tomers and business partners. Data is reported to investors and regulators and is used by the 
media. Data flows through every process your organization runs and is used by every individual 
your organization employs. As important as your central nervous system is to your body, data is 
that important to your organization. Data signals when you should move, how fast, and in what 
direction. If those signals are faulty, poorly managed, or constantly in conflict you may find your-
self paralyzed with inaction or moving in the wrong direction at the wrong speed. So, what steps 
can you take to ensure your data’s quality is understood and sufficient for your organization?

What Components Comprise a Robust Data Quality Function?
“Quality Control:” an aggregate of activities (as design analysis and inspection for defects) de-
signed to ensure adequate quality of a target object or output.
A Data Quality function is nothing more than a quality control process applied against the data 
relied upon by your organization. As the above definition implies, a quality control function is 
a set of activities needing to be designed and executed effectively. These activity categories 
include:

• Data Profiling – the process of understanding the current state of your data. This is a nec-
essary initial analysis step to provide basic information about your data. This step identifies 
potential problem spots, spawns follow-up questions, and informs stakeholders on the 
true (versus perceived) state of the profiled data. Data Profiling provides facts and it can be 
accomplished quickly by using a data quality or data management tool.

• Data Quality Rules – the applicable constraints in relation to the data’s business context. 
This is where the data rubber starts to meet the business road. Some rules are generic and 
simply measure how well populated a field is, whether the data is valid for its basic data 
type, does the data exceed a broad reasonability test, etc. Other rules are more specific 
to the industry, company, process, and subject matter context that the data is being used 
within.

• Data Quality Controls – the rules, processes, and systems used to identify and address the 
risk that the data does not meet its required level of quality. Controls can be automated, 
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manual, or a mix of both. When implementing controls consider the different mix of control 
types that can be utilized.

Detective – identify defects but do not stop them from initial processing.
Corrective – fix or enrich data that is defective or deficient.
Preventative – identify and stop defective data from being processed.

When designing controls, consider the following:
• Where will the controls be placed (implemented) along your information supply chain?
• In which cases will the control stop data from being processed, versus allowing processing 

with notification for follow-up?
• Who will monitor for control exceptions (defects)?
• If a risk, issue, or defect is identified, how will it be tracked, prioritized, and resolved? Who 

will do this?
• How will controls for process-level risk differ from controls for systemic (entity-level) risk? 

Do you need/want both? Why, or why not?

Data Quality Reporting & Metrics
Information about data quality levels across a given process, data set, or an enterprise. Reports 
and metrics are a type of detective control. They inform the parties responsible for ensuring 
data quality as to how well they are doing their job. They inform data users as to the overall 
quality of the data. Reports and metrics can be developed to cover a single point in time view 
and to show trends and variance over time. Metrics (facts) on the reports can be summarized, 
aggregated, and viewed from different perspectives and across various dimensions.
When defining and developing data quality metrics and reports considers the following:

• Who will be able to view the reports and what metrics and metric views will they want to 
see?

• How often will the reports be refreshed?
• What is the right mix of pre-canned and ad-hoc reports?
• Are there existing company quality control metrics that can be leveraged?
• Can existing operations monitoring techniques used at your organization be leveraged, such 

as Six Sigma, Total Quality Management (TQM), and Statistical Process Control (SPC)?

What Data Should Have Quality Controls?
Ultimately, all organizational data should have some degree of quality control. However, it is not 
realistic to assume that all data will have the same level of rigor applied. Combining & applying 
the dimensions of criticality, commonality, and quality to your organization’s data assets to es-
tablish a prioritized list of data categories is a key initial step on the path to better data quality.
Some data is more critical than other data. Its degree of importance is driven by its usage – i.e. 
the criticality of the processes, reports, or decisions relying upon that data. Each organization 
will have a different view of their most critical processes and decisions, and therefore, pieces of 
information. To make things more complex this view will change over time.
Additionally, some data is more highly shared. Customer and product data may be used repeat-
edly across many of your organization’s processes, while other information may be limited to 
use by a single function. A good indicator of the importance of a data subject to your entire 
enterprise is its level of sharing or common use. Finally, some data is simply better than other 
data. Higher quality data typically needs less attention than data that is known to be defective.
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Once intelligence is gathered, create a prioritized list of processes and/or data categories. 
Warning: the prioritization process has the potential to drag on if there is unresolved conflict 
and an overly broad span of coverage. Be sure that basic decision making roles, processes, and 
timeframes are in place prior to embarking on this initial step. But most importantly get started. 
With each successive data quality project more data risks and defects will be addressed; you will 
become more adept at prioritization, control coverage will expand, and you will mature in the 
art of designing and implementing controls.

What are some Best Practices for Improving Data Quality?
Improving data quality is an iterative process by which both the data itself and the controls that 
manage data quality levels are improved and matured over successive cycles. Below are guiding 
principles to follow:

• Understand current data quality levels and practices at a broad, high-level; get started in a 
targeted area, then expand scope.

• Data Quality is never “done.” It is a continuous improvement process baked into everyday 
business and IT functions.

• Data content is owned by the business. Data systems are run by IT. Data Quality depends 
upon both constituent groups.

• Don’t drive the effort exclusively from one side or the other.
• Establish a core competency center in data quality.

When forming this center, create a team(s) possessing the following attributes:
• Strong communication skills and ability to understand and work with others.
• Substantial data analysis skills from both a business and technology perspective.
• Deep expertise in statistics, quality control, and process engineering.
• Demonstrated knowledge and experience using a data quality tool.
• Demonstrated ability to get things done.

While there may be no one person on the team that embodies all of the above characteristics, 
the combined group should cover them all. How many teams and team size is variable depend-
ing upon the nature of your organization and initial scope. The general guideline is to start small 
(one team with no more than 3-5 resources). Additional data quality competency teams can be 
established later, if needed.

• Controls must be both designed and executed effectively.
• It does no good to architect an elegant suite of controlled processes if the operational func-

tion that will employ and react to deviations does not function well.
• A diligent operational function may be hampered by poorly placed or highly-manual con-

trols that limit control coverage, or inhibit the efficiency by which defects are identified, 
prioritized, and fixed.

• Focus on both operational controls at a local process level and enterprise control reports 
that gauge overall data quality risk for the enterprise.

Conclusion
In conclusion, data is an extremely important asset to organizations and it must be continuously 
improved based upon data, consumer feedback, and priorities. By leveraging a well-planned 
Data Quality effort, the value your organization receives from your data, in relation to the asso-
ciated data acquisition, management, usage costs, and risks will increase significantly.
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About Unissant
Unissant is an advanced data analytics and business transformation services provider with ex-
pertise in healthcare and health IT, finance, national security, and energy. The company delivers 
innovative solutions to assist government agencies and private sector businesses in tackling 
their biggest challenges. Founded in 2006, Unissant is a prime contractor on various govern-
ment vehicles such as CIO-SP3, GSA PSS, GSA HealthIT SIN, and GSA 8(a) STARS II and is a CMMI 
Level 3, ISO 9001 & 27001 certified company headquartered in Herndon, Virginia with a satellite 
office in San Antonio, Texas. In March 2017, Unissant received the Government Project of the 
Year award by Small and Emerging Contractors Advisory Forum (SECAF). Unissant has experi-
ence with implementing machine learning solutions and full stack implementation on cloud. 
Unissant is a Select Consulting Partner Public Sector and is leveraging this relationship with AWS 
to strengthen our ability to support our customers in their Digital Transformation journey. We 
are already supporting several of our customers in the public sector with their Machine Learn-
ing implementations, cloud adoption strategy and implementation.
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